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Targeting
Reusing Id

1. Challenge » 2. Challenge — — &

Mafia Fraud Attack

"Trusted”
Person

3. Response
"Chip”
Biometric . =
" Verification Triggering — id leak
Identity Theft User not involved

Tracklng
No log security

Foreign reader
Blometric identity
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Trust = Amount of RIS
willingly accepted in a context

 Technical - accepted dependence

e Users want:
: Relative
— Convenience trust
— Value for money
— Control (no risk)

* Risk is growing ‘

Naive trust

Rational

— Ubiquitus

— Online integration Dis trust \\
— Targetted attack is profitable

Perceived Risk
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Distrust
Growing
N ”Risk Premium?”
More "ab”use
of personal data
Unsustainable M
- . . ore
More and larger Collection of Risk accumulation "Security”
Security Failures > Personal Data «Race to the bottom”
More Crime : P
Identity Theft ! More identification J
B N
Biometric Id & Surveillance Digital Pervasive surveillance

And abuse of surveillance
Criminals can do everything
government can do

More Identity Theft and  Feudalism
Reverse burden of proof

S Stop the race to the bottom !
Dependable User-centric Id Mgt. %
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Healthcare Emergenc [ disaster

Stepwise one-time-ony ldentification
Domestic connection to 7. Establish connection Local Hospital
Healthcare files >
5. Establish connection _ 8. In transport
to home & relatives 6. Emergency profile (anonymous) treatment
4. Request Profile _
< Medic / Ambulance

One-time-Only Service

.

2. Encrypted Query Unconscious user
RFID with Zeroleak™

Anywhere in the world

1. Request help

<«

/" 3.0ne-time-only
Data-ref + auth

Decryption key
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RFID in Digital Passports

(User control of activation & passport revocation)

5. Re-encrypted Data P aSSpOrt
) RFID with Zeroleak™
Border COHthl 4. Request Data Encrypted datasegment

2. Activate + temporary

3. Session decryption key session decryption key

(to public key)

1. Establish Context
Present Public key
Request Authentication

User Device

On-card biometrics
Zero-knowledge protocol
RFID Owner key + Data Decryption key

Transfer to other devices
Future Passport = User Id mgt
Context Management
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Dynamic Security Context / Security Meta-model
User Identity Devices — Control Context

Ability to manage channels and devices
Ability to establish new, mange and negotiate Identity ﬂ@@ Risk
Shutdown capabilitites are critical to security

Devices — Adapt to user control

Protocols that doesnt leak identifers — identity is deliberate

Under user control — complex rules/negotation/usability problem
Balance Requirements through multi-key

Application Security Management - Enduser control

Define security requirements and thresholds — Provider liability / SLA

Resolve rather than identify users and devices — Fraud preve_:ntlon
— Value creation

Anonymity Identification

Security Context Resolution Security resolution based on
Negotiate Id root, authentication level, credentials, accountability WHAT you are rather than
Threat alerts dynamically raise requirements AND invasiveness WHO you are

Information Society W ]. T
B ;

and Media



